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Abstract

In recent years, the use of mobile ad hoc netwviSNETS) has been widespread in many applicatiars security he
become one of the major concerns in MANETS. An Ad-hetwork is one that is an autonomous, sefffiguring networ
made up of mobile nodes connected via wirelesslifike mobile or portable devices are free to naiany rate/directic
and are part of the network only when they are iwittange and due to these unique charégtics of MANETs
prevention methods alone are not sufficient to méien secure. Hence there is a strong need ofsintrudetectio
systems as a second line of defense for securin 1A Most intrusion detection systems for mobilehad networks &
focusing on either routing protocols or its effivdy, but it fails to address the security issueshis paper, we claggianc
discuss the various attacks, techniques used tousion detection are discussed and general istwsshould b
consdered while implementing in intrusion detectionteys in Mobile Ad hoc Network (MANET) to provide Hi
performance to the network.

Keywords: Intrusion Detection System (IDS); Mobile Agentspbile Ad-Hoc Network(MANET);Network
Security

1. Introduction
Mobile Ad hoc Network are wireless networks or dlamtion of mobile hosts that communicate withoixedl

infrastructure based on the cooperation of indepenchobile nodes. Each node in MANET can act ateras well
as host. The proliferation of these networks argdrthse in critical scenarios (like battlefield cmomications or
vehicular networks) require new security mechanismg policies to guarantee the integrity, confideity and
availability of the data transmitted.

Due to the nature of mobility for mobile networkeeds additional mechanism for providing securitheSe
vulnerabilities do not exist in a fixed wired netko Therefore, the traditional way of protectingtwerks with
firewalls and encryption software is no longer might. So there is a need to develop new architecand
mechanisms to protect the wire-less networks anbilenoomputing applications.
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Fig. 1. Ad hoc architecture using IEEE 802.11 IBSS

1.1 Intrusion Detection System (IDS)
Intrusion is any set of actions that attempt to pomise the integrity, confidentiality, or availlityi of a resource
and an intrusion detection system (IDS) is a sydtanthe detection of such intrusions. Intrusioedéion systems
(IDS) are an important component of a network secumfrastructure. It collects and analyzes autdita looking
for anomalous or intrusive activities. As soon aspicious event is detected an alarm is raisethaathe network
administrator can react by applying suitable couméasures.

There are three main components[1] of IDS: dali@ction, detection, and response.
In Data collection module collection and pre-processing of data ared.e. transferring data to a common format,
data storage and sending data to the detection Imddifferent data sources can be used as inpu@$n System
logs, network packets, etc.. In tbetection component data is analyzed to detect intrusion attempts aditations
of detected intrusions are sent to thgponse component.
With respect to the source of data collected, IB&s divided into host-based and network based. -bistd
detector collect audit data from operating systéantdities, application logs, file information sgshs, etc., whereas

network based detectors collect data from packetsséig a network segment.

IDSs can be further subdivided into further catégowith respect to the implemented detection tegln namely
Anomaly based intrusion detection system, Misus&ignature based detection and Specification bdsésttion
IDS technique.

a) Anomaly Based Detection
Anomaly-Based IDS [10][5]examines ongoing traféctivity, transactions and behavior in order toniifg
intrusions by detecting anomalies. It works onnbé&on that “attack behavior” differs enough fromotmal
user behavior” such that it can be detected bygoayeand identifying the differences involved. This
technique profiles the symptoms of normal behavairthe system such as usage frequency of commands,
CPU usage for programs, and the like. . Variousrtepies have been applied for anomaly detectian, e.
statistical approaches and artificial intelligerteehniques like data mining and neural networkse Tost
difficult task is defining a normal behavior, ag@n be change with time, so the system must beupstated
.Such techniques are capable of detecting previousknown attacks and this is very important in an
environment where new attacks and new vulneraslitf systems are announced constantly but have hig
false positive alarms if database is not updated

b) Misuse or Signature Based Detection
It is generally preferred by commercial IDSs siitds efficient and has a low false positive reégnature-

Based IDS [3][5]use a rule set to identify intous by watching for patterns of events specifikmown
and documented attacks. It is typically coneédb a large database which houses attack sigsatlir
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compares the information it gathers against thttselasignatures to detect a match. These typegsiéms
are normally presumed to be able to detect onfckst “known” to its database. Thus, if the databaset
updated with regularity, new attacks could slipotigh. It can, however, detect new attacks thateshar
characteristics with old attacks. Also, signatuasddl IDS’s may affect performance in cases whensiun
patterns match several attack signatures. In casels as these, there is a noticeable performarge la
Signature definitions stored in the database neduetspecific so that variations on known attaales reot
missed.

c) Specification Based Detection
In specification-based intrusion detection, a set of constraints on a program or a protooslspecified and

intrusions are detected as runtime violations es¢hspecifications. It combines the strengths ofreaty-
based and misuse-based detection techniques, pr@uitection of known and unknown attacks with a
lower false positive rate . It can detect new &isathat do not follow the system specifications.rdtiver, it
does not trigger false alarms when the programra@iopol has unusual but legitimate behaviour, sihcses
the legitimate specifications of the program ortpcol . It has been applied to ARP (Address Regmiut
Protocol), DHCP (Dynamic Host Configuration Protcand many MANET routing protocols. Defining
detailed specifications for each pro-gram/protamot be a very time consuming job. New specificatiare
also needed for each new program/protocol andgheoach cannot detect some kind of attacks suéo&s
(Denial of Service) attacks since these do noatéopro-gram specifications directly.

On the basis of various intrusion detection teches] when intrusion is detected, an appropriatporese

mechanism is triggered accordingly. Responsestectil intrusions can be passive or active. Inipassesponses
an alarm raises and a notification is given toghgper authority. In active responses, it triesnitigate effects of
intrusions and are divided into two groups: thdsat iseek control over the attacked system, ancettios seek
control over the attacking system. The former tteesestore the damaged system by killing procedsesinating

network connections, and the like. The latter tt@prevent attacker’s future attempts, which cambcessary for
military applications.

Overall the observations made that any intrusiceea®n system should have some characteristicoostraints,
they are:
 The systems generally cover restricted setstatks.

» The systems usually target a specific protocol.
* Some proposed IDS systems do not take into atenahility of the network.

« Inadequate acknowledgement is given to the resoconstraints that many nodes are likely to bgestibo,
and to the likelihood of nodes with different caititibs.

 Several network architectures proposed do natditwith the dynamic nature of MANETS.

» A more extensive evaluation of many of the systevould seem appropriate.
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1.2 Architecture of IDS in MANET
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Fig 2: Architecture of IDS in MANET

Intrusion detection system can be configured basedhe infrastructure of the network .Some architexs are
discussed here

Standalone IDS: In this architecture, the IDS ransvery node in order to detect the intrusiongethdently. In
the IDS running on the network they do not cooperaid no data is exchanged among them .When weflaave
network infrastructure this architecture is moriedhle to be used.

Distributed and collaborative IDS: In this type afhitecture that every node in the MANET must ipgrate in
intrusion detection and respond by having an ID&agunning on them. The IDS agent is responsilii@étecting
and collecting local events and data to identifggilole intrusions, as well as initiating a respansependently.

Hierarchal IDS: In this architecture, the multi4agd network infrastructure is proposed where tbgvork is
divided into clusters, the cluster heads acts asrdrol points similar to switches ,routers or gatgs in wired
networks . The mobile agent for IDS architecturesusobile agents to perform specific task on a rwdeehalf the
agents. This architecture allows the distributiérthe intrusion detection tasks. There are sewaighntages using
mobile agents [7][8], for intrusion detection.

1.3 General Issues with Intrusion Detection System
Most of the Intrusion detection system suffersff8im some common problem that may arise are:

First, the information that is used by the IDSlidaoned from audit trails or from packets from &awagk. Data from
origin to the IDS travels a long path and duringtttlata may be potentially destroyed or modifiedHsy attacker.
Hence due to this, result may be misinterpretethby{DS. This problem is referred tofédelity problem.

Second, Intrusion detection system continuously itnmthe network even when there is no intrusiende uses
additional resources .This problenrésource usage problem.

Third, the components of IDS are implemented aarsd¢@ programs, they are susceptible to tampefingntruder
can potentially disable or modify the program maning on a system, rendering the intrusion detacsigstem
useless or reliable. This is thaiability problem.

As MANET has no centralized administration where ttodes communicate on the basis of mutual trusttlais
characteristic make it more vulnerable to be exptbiby an attacker inside the network. Mobile nopessent
within the range of wireless link can overhear awn participate in the network. In order to previsecure
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communication and transmission, different typeattdcks and their effects on the MANETS need totgerstood
first. Wormhole attack, Black hole attack, Sybitaak, flooding attack, routing table overflow atta®enial of
Service (DoS), selfish node misbehaving, impersonaittack are kind of attacks that a MANET carfexufrom.

2. Attack in Mobile Ad Hoc Networks
Based on consequences and techniques MANET caadmfied as:

Based on consequence, attacks can be grouped into:

Black hole: all packets are routed to a specifidenavhich will not forward them at all, in black kohttack , a
misbehaving node all type of packets(data and obptickets both)

Routing loops: cause a loop in routing path.

Selfishness: A node will not serve as a routeotber nodes.

Sleep deprivation: A node is forced to use up a$dvy.

Denial of Service: A node is prohibited from semfor receiving

Network partition: the network is divided into suletworks where nodes cannot communicate each etresr
though path exists between them.

Based on the techniques of attack, they can bepgrbinto:
Cache poisoning: information in routing tables isdified, deleted or contains false information.
Fabricated Route Messages: route messages, suciutasrequests and replies with malicious inforovatare
inserted into the network. They can be done by:
a) False source route: a wrong route is broadcastddeimetwork, such as setting the route cost t@ 1 n
matter where the destination is
b) Maximum sequence: alter the sequence field inrobmiessages to the maximum possible value. This
will cause nodes to invalidate all legitimate meggsawith reasonable sequence filed value.
Rushing: In several routing protocols of MANET, pithe messages that arrive first is accepted byehipient.
The attacker can block legitimate messages thizedater by distributing a false control message.
Wormhole: A tunnel (path) is created between twdasothat can be used to transmit packets secretly.
Packet dropping: A node drops packets that arecagupto be routed.
Spoofing: insert packet or control message withefalr altered source address.
Malicious flooding: Forward unusually large amoohpackets to some targeted nodes (Lee and Hu&08) 2

3. Intrusion Detection using Agents
Intrusion detection can be done by various waysesagsing agent technology and others without usgents. In

this paper the focus is on mobile agents[4], sitiheeintrusion detection system without using agédmts some
limitations, some of them are central control, higlse positive rate, configuration problem and-scalable.

Some advantages of using mobile agents are thatcdre respond faster as they are directly dispdtéiean the
central controller to the target host. By using ifeohgents[17], the network load can be reduceth@se mobile
agents employ efficient search mechanisms thenedbycing the necessity for data traffic among saVeosts. As
mobile nodes operate autonomously and asynchronaihsly are not prone to failure even if the maehiwhich
hosted them, fails. This provides added advantagenploying mobile agents in IDS. Mobile agents barused in
IDS with a flexible structure. Cloning, dispatchiagd sleeping of mobile agents can be done whemehgork
configuration has to be changed. Also they caneséimsir execution environment and dynamically adapthe
situation. The mobile agents can be used on seddfatent platforms without compatibility problenasd even if
one of the agents fails, the other agents in th® tan take up the tasks of the failed agent andinuen the
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detection. Agents have the capability to clone disttibute themselves to the new machines when dneyadded to
the network.

Drawbacks in using mobile agents are when a mamlkent[17] initiates a response it requires an astnation

rights. By granting a mobile agent all permissibmghe host it is operating on, an intruder carilgdsduce any
virus. Some hosts might also try to get the privafermation from the mobile agents, which contelient details.
Observing the manner in which, the network attaaesincreasing, it becomes necessary on IDS taidatecks
immediately and report them spontaneously. If neobidents are used to accomplish this, the resillaist reduces
the performance of the entire network.

Other Techniques for Intrusion detection are thedhdog/PathRater [18] which is a solution to thelpem of

selfish (or “misbehaving”) nodes and to mitigate #ffects of routing misbehaviour in MANET. The lfRater,

respond to the intrusion by isolating the selfiside from the network operation and the watchdogagtthe
misbehaving nodes. Each node runs watchdog , weersenode forwards a packet ,the watchdog modutbaif
node verifies the node to which packet is send &swarded that packet and this is done by listgnin

promiscuous mode to the next node’s transmissibrihe next node did not forwarded the packet , tbee is
considered as misbehaving and by sending an alassage to other nodes in friend list misbehavisueported .
The Other nodes that receive alarm checks whetteealarm source is fully trusted and same nodedssed by
several partially trusted nodes and act accordinglyhe watchdog module detected misbehaviouras source
node for the packets, then a message to soureadsidentifying the misbehaving node .The PathRatilule uses
the information generated by watchdog to seleattebroute to deliver the packets, avoiding tHéstenodes.

4. Conclusion

This paper elaborates the foundations for the deweént of the intrusion detection system along viithir
operational architectures and also presents aifitas®n based on the type of processing thateiated to the
“behavioural” model for the target system. Thisdstualso describes the main features of several 4DS’
systems/platforms that are currently available inoacise manner. The most significant open issegarding
Intrusion Detection systems are identified andtdehniques that can be used to design the systeenpiiesented
information constitutes an important point to stfnt addressing Research & Development in the fafldDS.
Countermeasures which are faster and more effeatwaneeded to cope up with the attacks ever-ggvidm the
whole, this paper confirms a common trend in theeeimental computer science.
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