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Abstract—Open nature of peer-to-peer systems exposes them to malicious activity. Building trust relationship among the
peers can mitigate attacks of malicious peers. This paper proposed the distributed algorithms that enable a peer to reason
about trustworthiness of other peers based on past interactions and recommendations. Peers create their own trust network
in their proximity by using local information available and do not try to learn global trust information. Two contexts of
trust, service, and recommendation contexts are defined to measure trustworthiness in providing services and giving
recommendations. Interactions and recommendations are evaluated based on relevant, recentness, and peer satisfaction
parameters. Additionally, recommender’s trustworthiness and confidence about a recommendation are considered while
evaluating recommendations. Simulation experiments on a file sharing application show that the proposed model can
mitigate attacks on different malicious behavior models. In these experiments, good peers were able to form trust
relationships in their proximity and isolate malicious peers.
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l. INTRODUCTION

The concept of witness anonymity for peer-to-peer systems, as well as other systems with the peer to peer nature. Witness
anonymity combines the seemingly conflicting requirements of anonymity (for honest peers who report on the misbehavior of
other peers) and accountability (for malicious peers that attempt to misuse the anonymity feature to slander honest peers). The
Secure Deep Throat (SDT) protocol to provide anonymity for the witnesses of malicious or selfish behavior to enable such
peers to report on this behavior without fear of retaliation. On the other hand, in SDT, the misuse of anonymity is restrained in
such a way that any malicious peer attempting to send multiple claims against the same innocent peer for the same reason (i.e.,
the same misbehavior type) can be identified. In a peer-to-peer (P2P) network, every machine plays the role of client and server
at the same time. Although a P2P network has a number of advantages over the traditional client-server model in terms of
efficiency and fault-tolerance, additional security threats can be introduced. Users and IT administrators need to be aware of the
risks from propagation of malicious code, the legality of downloaded content, and vulnerabilities within peer-to-peer software.
Security and preventative measures should be implemented to protect from any potential leakage of sensitive information and
possible security breaches. Within corporate networks, system administrators need to ensure that peer-to- peer traffic complies
with the corporate security policy.
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Il. SYSTEM ANALYSIS

A. PROBLEM DEFINITION
To identify the malicious peer in P2P system and to create the trust relationship and to create the trust relationship
among the peer. To provide two contexts of trust services and giving recommendations to measure the trustworthiness.
It represents distributed algorithms to ensure trustworthiness in peer based on past interactions and recommendations.

B. EXISTING SYSTEM
Most previous works on trust management in peer-to-peer systems have focused on the Reliability. A peer that issues a
query for the trust ratings of another peer should be able to compute the true trust value despite the presence of
malicious peers. In these systems, a peer is assigned a trust value or reputation based on a trust metric. Although
various systems differ in how this metric is defined, in general, the trust value associated with a peer is calculated
based on the feedback provided by other peers. Peers rate the performance or behavior of another peer based on their
previous interactions.

C. PROPOSED SYSTEM
To introduce the term witness anonymity to refer to this combination of seemingly conflicting requirements, i.e.,
identity anonymity for honest peers and accountability for misbehaving peers. The major goal of the work is to show
how peer-to-peer trust management systems can be extended  to provide witness anonymity. Another important
motivation for witness anonymity is simply to preserve the privacy of peers participating in the peer-to-peer trust
management system. A protocol called the Secure Deep Throat (SDT) for providing witness anonymity in peer-to-peer
systems. To the best of the knowledge, SDT is the first protocol that can support both aspects of witness anonymity.

M. SYSTEM ARCHITECTURE
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V. SYSTEM MODULES

A. Peer Registration

To add any number of Peers dynamically and construct the connections dynamically. Construct the dynamic network
topology. Peer can easily leave from the network. Distributed hash Table (DHT) maintains the peer details and also it

updates the status of each peer in network.
B. ERT Construction

In this module, Elastic Routing Table in each node is constructed. It contains the in link and out link details of each node.

In degree and out degree calculated for each node depends upon the connections details.
C. Indegree Construction

The degree of each node is updated based on the degree value. The load status of each peer in the network is measured
here. Capacity value also calculated by using available degree value divide by total degree value. Capacity value maintain

in the elastic routing table.
D. Best Peer Selection

Best peer selected based on high degree value and capacity value. That means high capacity value peer has less amount of
load in the network. So high capacity value peer is selected. So allocated work completed in very less time period. Network

also avoids the unwanted load problem in process time. Peer join and reliving suffer degree value of each peer.
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V. CONCLUSION

A trust model for P2P networks is presented, in which a peer can develop a trust network in its proximity. A peer
can isolate malicious peers around itself as it develops trust relationships with good peers. Two context of trust, service and
recommendation contexts are defined to measure capabilities of peers in providing services and giving recommendations.
Interactions and recommendations are considered with satisfaction, weight and fading effect parameters. A recommendation
contains the recommenender’s own experience, information from its acquaintances, and level of confidence in the
recommendation. These parameters provided as a better assessment of trustworthiness. My future work will enhance the
security of P2P system and recommendation-based attacks in most experiments. If a peer changes its point of attachment to the

network, it might lose a part of its trust network. These issues might be studied as a future work to extend the trust model.
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