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Abstract

In many mission critical applications such as tregoprdination in a combat field, situational awassetc. wireless me
networks are becoming an effective tool. Theseieafdbns are served by and use the multisagde of communicatic
traffic. Therefore, authenticating the source amdueing the integrity of the message traffic becoméundament:
requirement for the operation and management ofé¢iteork.However, the limitation of computation and commuutiar
resources, in a large scale deployment and theasagteed connectivity to trusted authorities makenethe know
solutions for wired and single-hop wireless netvgariappropriate.

This project pesents an authentication scheme for multicasfiarédr wireless mesh network where it combines
advantages of the time asymmetry and the secretniation asymmetry paradigms and exploits netwduktering tc
reduce overhead and ensure scalability. Multicga$fi¢ within a cluster employs a omneay hash function chain in ordel
authenticate the message source. Cchsster multicast traffic includes message autleatitn codes (MACs) that ¢
based on a set of keys. Each cluster uses a usithset of keys to look for its distinct combinatmfvalid MACs in th
message in order to authenticate the source. Budtseaims to show greater security to the sendédras well as to tl
message and to the destination.
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1. Introduction

The main topological characteristic of Wireless Maédetwork (WMN) is that there is only one or seVarade

connecting to the infrastructure network as gateay all other nodes connect to the gateway throlighelay of
the neighboring nodes, and then connect with thernet. WMN represents a whole new network coneet

because of the nature of wireless and multi-hap stturity vulnerabilities have become crucial f@ots. In secure
field based routing approach - route the packatredg from gateway to the network. To route a paékeld based
routing is used. It uses a little information tait® the packets in the network. Due to this charatic, field based
routing algorithms are less expensive and muctcefte but such algorithms also face different typé security
attacks.

Cross-cluster multicast traffic includes messagéentication codes (MACs) that are based on meltiglys. Each
cluster looks for a distinct combination of MACs time message in order to authenticate the soutoe.sburce
generates the keys at the time of establishingnihiéicast session. The keys will be securely tratisthto the head
of every cluster that hosts one or multiple recesivéhe multicast message is then transmittedecchhster-heads
which authenticate the source and then deliver ntessage to the intended receivers using the ihisiec
authentication scheme.
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The rationale is that the MAC will be associatedhwthe cluster rather than the nodes and thus veehead is
reduced significantly. Group communication is cdeséd a critical service in wireless mesh netwallte to their
inherently collaborative operations, where the sodeoperate in network management and strive toraglish
common missions autonomously in highly unpredigaivironment without reliance on infrastructureipment.
For example, in combat missions troops report thi@itus and share observed data in order to beawraee of the
overall situation and coordinate their actions.abidition, it is common for wireless mesh networkrédy on
multicast for management-related control traffictswas neighbor/route discovery to setup multi-haghg, the
establishment of time synchronization, etc. Suclitioast traffic among the nodes has to be delivened secure
and trusted manner. In particular the provided pekvservices need to achieve the following secugibgls: (1)
Confidentiality, to prevent adversaries from regdiransmitted data, (2) Message integrity, to pnétampering
with transmitted messages, and (3) Source Authagrtit, to prevent man-in-the-middle attacks thaty meplay
transmitted data for node impersonation. Configgityiis achieved by encrypting the transmittedadathe work
presented in this project aims at addressing tbenskand third goals. Providing an efficient matt message and
source authentication security service that cailyeasale for large networks is an important capgbior the
operation and management of the underlying netwdokirce and message authentication is the corribotaat a
message has not been changed and the sender ssageds as claimed to be. This can be done byrgead1)
Cryptographic digital signature, or (2) Message heuatication Code (MAC) . The first involves asymriet
cryptography and often needs heavy computation &bthe sender and the receiver. The latter ingbreating a
message and source specific MAC that can be werifiethe receiver. Thus, the MAC implicitly ensurasssage
and source integrity.

In unicast, a shared secret key is used for MAGaion. Unfortunately, the use of a single sh&eadin multicast
makes the group vulnerable to source impersondtyoa compromised receiver. Dealing with multicastaaset of
unicast transmissions each with a unique sharedskélye most inefficient approach for addressing ttoncern.
These issues combined with other constraints haagdemontemporary message and source authenticatiemes
used for multicast traffic in wired and single-hejeless networks unsuitable for mesh networks.

To meet its requirements, WMN technology contagsesal characteristics such as:

*  Multi-hop operation: WMN is a technology of rupture that aims to avbal/ing sensitive points,
which in case of breakdown, cut the connection fimart of the network. So, if a host is out of
service, its neighbors will pass by another path.

e Capability of self-forming, sdf-healing, and self-organization: WMN solutions authorize fast
and simplified deployment, a greattension of the coverage and, by thaichitecture, a strong
fault-tolerance forinterference and breakdowns. This tendgdduce costs of installation and
exploitation ofnetworks.

e Station Mohility: Clients, in WMN, are by definition mobile. Theredorthey expect to have a
continuous connection to their network servicescBsses, such as authentication and association,
must be done transparently.

«  Compatibility and interoperability with existing networks: Mesh networks offer thpossibility to
coexist with existing networkahich have other architectures and numercheracteristics that
may be different from thosef WMN. Indeed, the gateway WMR allows the estditient of
connection between WMN and Internet.

« Unconstrained power-consumption: Mesh routers have a permanent source of poweresodb
not have strict constraints on power consumptiooweler, clients in WMN necessitate the
installation of power efficient.

2. Challenges and Design Goals

Multiple factors make multicast authentication iesh networks very challenging. The issues are fmedéally due
to the resource constraints and the wireless lifkst, nodes have limited computing, bandwidthd amergy
resources which make the overhead of basic asyntnkely-pair cryptography methods very expensiveddition,
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the unstable wireless links due to radio interfeeccause frequent packet loss errors and requeewity solution
that can tolerate missed packets, as well as diffate between packet retransmission and replayhérmore, the
instability of the wireless links makes it unwiserely on the continual involvement of a trustedhauty in the
generation and sharing of session keys since destaimnection cannot be guaranteed. On the othad, hahile
basic symmetric key cryptography methods are effigi they are ineffective for multicast traffic {ahs since
using a common key for all receivers will makedtatively easy to impersonate a sender by anyefdlceiving
nodes.

In addition to being resource efficient and roktespacket loss, a security solution should scatddime group of
receivers and long multi-hop paths. Thus, a salutiat is based on a distinct authentication keyef@ry receiver
will introduce prohibitive overhead to the messagel consume significant portion of the availabledveidth.
Moreover, the solution should scale for large nundfesenders by requiring reasonable memory ressuat the
individual receivers for storing authentication &e¥inally, it is desired to enable the validatmihevery packet
without excessive delay and independent of therqihekets. This goal would affect when the authartitbon code
of a packet will be sent and how sensitive the sBcscheme will be to an occasional delay or

a loss of some packets. The motive is that sone maty be urgent, e.g. a report on an enemy tarkshould be
acted upon as soon as possible, and thus the &attyeof the source should be verified rapidly.

This project proposes Authentication scheme fortMast traffic for ad-hoc networks. It exploits werk clustering
in order to cut overhead and ensure scalabilityltivast traffic within the same cluster employs em&y hash
chains to authenticate the message source.

The authentication code is appended to the medsagdy However, the authentication key is revealftdr ahe
message

is delivered The relatively small-sized cluster Wdomake it possible to keep the nodes synchron@etiaddress
the maximum variance in forwarding delay issue @&ssage authentication within a cluster. On therotiaad,
cross-cluster multicast traffic includes messagéentication codes (MACs) that are based on maeltkgdys. Each
cluster looks for a distinct combination of MACstire message in order to authenticate the source.

The source generates the keys at the time of ésdtalg the multicast session. The keys will be selguransmitted
to the head of every cluster that hosts one oriphalteceivers. The multicast message is then inétedd to the
cluster-heads which authenticate the source anddb#ver the message to the intended receivergubie intra-
cluster authentication scheme. thus combines tiwvarddges of the secret information asymmetry ardtitine
asymmetry paradigms

3. RELATED WORK

Source authentication schemes found in the liteeatan be classified into three categories: (1jes@nformation
asymmetry, (2) time asymmetry, and (3) hybrid aswtmynThe asymmetry property denotes that a receiger
verify the message origin using the MAC in a packighout knowing how to generate the MAC. This pedy is
the key for preventing impersonation of data sasirde secret information asymmetry every node Egaed a
share in a secret, e.g., a set of keys. A sourperals MACs for the multicast keys so that a receiegifies the
authenticity of the message without being ableotgd the MACs for the other nodes. The challengasing this
category of approaches is striking the balance éetwcollusion resilience and performance impactilé\the use
of a distinct MAC per node imposes prohibitive baidth overhead, relying on the uniqueness of thg ke
combinations risks susceptibility to node collusidinpursues secret information asymmetry for ftei-cluster
operation and limits the key pool size to suit athlg number of clusters.

The main idea behind time asymmetry is to tie thiédity of the MAC to a specific duration so thataaged packet
can be discarded. One-way hash chains are usualiyoged to generate a series of keys so that avexcean
verify the current key based on an old key withioeihg able to guess the future key. Initially, arse picks a key
KO and generates a chain of keys by recursivelyyampa one-way hashing function. These keys asslus form
the MAC for the individual data packets. The souttven reveals the last kelgl, in the chain to all receivers to
serve as the baseline for verification. The keyohhis used to generate the MAC of a packet is tedegfter some
time period so that the key cannot be used to isgrete the source. When revealed, the receivatatali the key
usingKIl or any of the previously revealed keys.
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One of the most distinct advantages of time asymymist the minimal per packet overhead that theydsap
However, it requires clock synchronization among ¢ommunicating parties in order to prevent acogpfibrged
packets, or discarding authentic packets. In agldiiin large networks, forwarding delay will forttee node to limit
the packet transmission rate to avoid revealind keys to intermediate nodes before all receivetsalj previously
transmitted packets. These shortcomings limit taability of these approaches for multi-hop netvgowhere the
maximum end-to-end delay varies significantly amaoegeivers over time and space due to congestiods a
topology dynamics. Although, some attempts havenlmeade to limit the impact of these issues, théabday of
time asymmetry approaches is still questionable.

Each group is pre-assigned a leader to act assh duthority. The group leader is responsible faiticasting
commands to group members and interfacing its gtougher groups in the network...

4. Architectural Model

In the mesh network is a collection of autonomoades that together set up a topology without th@pstt of a
physical networking infrastructure. Depending or @pplications, a mesh network may include up tew

hundreds or even a thousand nodes. Communicatinoagnodes are via multihop routes using Omni toeal

wireless broadcasts with limited transmission rarigethe system model considered in this projecieas are
grouped into clusters. The clusters formation carbbhsed on location and radio connectivity. Itdsuemed that
clusters are established securely by using prefalised public keys , employing a robust trust edodor applying
identity based asymmetric key-pair cryptographi¢hods, and that a proper key management protodollisved

in order to perform reclustering when needed. @histy is a popular architectural mechanism for &ngb
scalability of network management functions. It t@gn shown that clustered network topologies bstipport
routing of multicast traffic and the performanceingdominates the overhead of creating and maintgirthe
clusters.

Each cluster is controlled by a cluster-head, whécheachable to all nodes in its cluster, eithieeadly or over
multi-hop paths. Nodes that have links to peemtlier clusters would serve as gateways. The presefirgateways
between two clusters implies that the heads oftle@issters are reachable to each other over mytigath and that
these two clusters are considered neighbors. tfde moves out its current cluster and joins anothé assumed
that the associated cluster-heads will conductraldii to update each other about the change in reeship of
their clusters; other cluster-heads will not beoimed in the handoff events outside their clustdfgbility is not the
focus of this project; however, prior studies hamwn that clustering is advantageous for multicasting in
mobile environments.

We aim to eliminate any need for interaction witte tauthority to retrieve the public key of some e®dh the
network. The source uses asymmetric cryptographyefiver the session keys to the main players & th
authentication process. All nodes are to be pr@dadith a known one-way hash cryptographic functiohe
function should be proven secure with extremely fmebability that an adversary can determine thpitiio the
function given its output.

This project mainly considers an adversary whattiemanipulate the system through capturing amejpcomising
some nodes. When a node is captured, its memorpeaead or tampered with. Therefore, an adversanyld
know the keys of a compromised node. In additibe, dperation of a compromised node may be mangulfit
launch attacks such as replay, impersonation, etc.

5. Proposed System

| am going to develop an Authentication scheme Nuticast traffic for large scale dense mesh neksoit
combines the advantages of the time asymmetry h@dsécret information asymmetry paradigms and ésplo
network clustering to reduce overhead and ensuwakalsitity. multicast traffic within a cluster empl® a one-way
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hash function chain in order to authenticate thessage source. Cross-cluster multicast traffic ohetumessage
authentication codes (MACSs) that are based on afdedys. Each cluster uses a unique subset of tkelgok for its
distinct combination of valid MACs in the messagerder to authenticate the source.

The asymmetry property denotes that a receivervesify the message origin using the MAC in a packihout
knowing how to generate the MAC. This propertyhis key for preventing impersonation of data sources

Advantages:

v' Securing such traffic is of great importance, gaitrly authenticating the source and messageeeepi
any infiltration attempts by an intruder.

v' Both time and secret-information asymmetry in ordesichieve scalability and resource efficiency

6. CONCLUSION

In recent years there has been a growing intemetei use of mesh networks in security-sensitiydiegtions such
as digital battlefield, situation awareness, anddbpo protection. The collaborative nature of thaggplications
makes multicast traffic very common. Securing strefffic is of great importance, particularly autkieating the
source and message to prevent any infiltratiomgdte by an intruder.

Contemporary source authentication schemes foutideititerature either introduces excessive ovathewado not
scale for large networks. This project has preseotenbining both time and secret-information asytmynia order
to achieve scalability and resource efficiency. Tfeformance has been analyzed mathematically larmigh
simulation, confirming its effectiveness. In addiitj the effect of the various parameters has béstiesl and
guidelines have been highlighted for picking thesmsuitable configuration in the context of the tjpaitar
application requirements; most notably having &teluradius of 2 or 3 hops appears to be the nuitstde for this
project. Our future work plan includes studying #ffect of different clustering strategies on tleefprmance.

In this project, to allow the users an effectivel aaeliable handoff, as well as a secure accessetanesh network
through an authentication mechanism should be ¢égéaluring the mobility of the mobile nodes oveditierent
and through various clusters. Indeed, the routiiiifp wuthentication cannot prove its effectivenendy df it is
associated to a well-defined and studied securgghanism. In addition, a WMN can be prone to mampes of
attacks.

The success of these kind of attacks based onidder identify of the intruders. That is why havikigowledge
about the entire path of attacks packets can hEfliéh making defensive decisions. In this projebe proposed
new solution deals with the problem of insecurityring the hands-off of the message to the degtimabdes, with
encryption/decryption and using the MAC key forleatessage.
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