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Abstract 

Recommender systems have become an important tool for personalization of online 
services. Generating recommendations in online services depends on privacy-sensitive data 
collected from the users. Traditional data protection mechanisms focus on access control and 
secure transmission, which provide security only against malicious third parties, but not the 
service provider. This creates a serious privacy risk for the users. In this paper, we aim to 
protect the private data against the service provider while preserving the functionality of the 
system. We propose encrypting private data and processing them under encryption to 
generate recommendations. 
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I. Introduction 

Millions of people are using online services for various daily activities [1], many of 
which require sharing personal information with the service provider. Consider the 
following online services. 

Social Networks: People use social networks to get in touch with other people, and 
create and share content that includes personal information, images, and videos. The 
service providers have access to the content provided by their users and have the right to 
process collected data and distribute them to third parties. A very common service 
provided in social networks is to generate recommendations for finding new friends, 
groups, and events using collaborative filtering techniques.[2] 
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Online Shopping: Online shopping services increase the likelihood of a purchase by 
providing personalized suggestions to their customers. To find services and products 
suitable to a particular customer, the service provider processes collected user data like 
user preferences and clicklogs. 

In all of the above services and in many others, recommender systems based on 
collaborative filtering techniques that collect and process personal user data constitute an 
essential part of the service. On one hand, people benefit from online services. On the other 
hand, direct access to private data by the service provider has potential privacy risks for the 
users since the data can be processed for other purposes, transferred to third parties without 
user consent, or even stolen In all of the above services and in many others, recommender 
systems based on collaborative filtering techniques that collect and process personal user data 
constitute an essential part of the service. On one hand, people benefit from online services. 
On the other hand, direct access to private data by the service 
provider has potential privacy risks for the users since the data can be processed for other 
purposes, transferred to third parties without user consent, or even stolen In all of the above 
services and in many others, recommender systems based on collaborative filtering 
techniques that collect and process personal user data constitute an essential part of the 
service. On one hand, people benefit from online services. On the other hand, direct access to 
private data by the service provider has potential privacy risks for the users since the data can 
be processed for other purposes, transferred to third parties without user consent, or even 
stolen In all of the above services and in many others, recommender systems based on 
collaborative filtering techniques that collect and process personal user data constitute an 
essential part of the service. On one hand, people benefit from online services. On the other 
hand, direct access to private data by the service provider has potential privacy risks for the 
users since the data can be processed for other purposes, transferred to third parties without 
user consent, or even stolen.[3] 
 

II. Related Work 

The need for privacy protection for online services, particularly those using collaborative 
filtering techniques, triggered research efforts in the past years. Among many different 
approaches, two main directions, which are based on data perturbation [5] and cryptography 
[6], have been investigated primarily in literature. Polat and Du in [7] and [8] suggest hiding 
the personal data statistically, which has been proven to be an insecure approach [9]. Shokri 
et al. present a recommender system that is built on distributed aggregation of user profiles, 
which suffers from the trade-off between privacy and accuracy [10]. McSherry and Mironov 
proposed a method using differential privacy, which has a similar trade-off between accuracy 
and privacy [11]. Cissée and Albayrak present an agent system where trusted software and 
secure environment are required [12]. Atallah et al. proposed privacy-preserving 
collaborative forecasting and benchmarking to increase the reliability of local forecasts and 
data correlations using cryptographic techniques [13]. Canny also presented cryptographic 
protocols to generate recommendations, which suffer from a heavy computational and 
communication overhead [14], [15]. Erkin et al. Also propose protocols based on 
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cryptographic techniques, which are computationally more efficient than their counterparts in 
[16] and [17]. However, in their proposals the users are actively involved in the 
computations, which makes the overall construction more vulnerable to time-outs and 
latencies in the users’ connections. Moreover, the computations that a single user has to 
perform involve encryptions and decryptions in the order of thousands, which makes the 
system expensive to run for the users. 
 
III. Method 

This method protects the private data such as users’ ratings against the services 
provider while processing the functionality of the system. It does their by to encrypt private 
data and processing them under encryption to generate recommendations. The output of the 
cryptographic protocol as well as the intermediate values in the algorithm is also private and 
not accessible to the service provider. This method provides a more efficient privacy 
processing recommender system by improving the techniques further. 

By introducing a semi-trusted third party known as privacy service provider (psp), the need 
for active participation of users in the computation is eliminated. Psp is trusted to perform the 
assigned tasks correctly, but is prevented to observe private data. The psp has private keys for 
the PAILLIER and the DGK cryptosystem. The users, who use an applet or a browser plug-in 
for the service, upload their encrypted data to the service provider. Then the 
recommendations are generated by running a cryptographic protocol between the service 
provider and the psp, with no interaction with the users. Encrypted data is processed using 
homomorphic crypto system for secure multiplication and decryption protocols. This 
introduces a significant amount of additional computational over head to the system. This 
computational and communication cost can be significantly reduced by data packing, In 
which several numerical values are packed in a compact way prior to encryption. 
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IV. Results  

 
Fig. 1 

 

 
Fig. 2 

Fig. 1 & 2: Showing the Online Service Provider 
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Fig. 3 

 

 
Fig. 4 

Fig. 3 & 4: Generating Prime Numbers for Paillier. 
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Fig. 5 

 

 
Fig. 6 

Fig. 5 & 6: Generating Prime Numbers for DGK. 
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Fig. 7 

 
 
 
 
 

 Fig. 8 
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Fig. 9 

Fig. 7,8 & 9: Generating Query Recommendations 

 
 

 
Fig. 10 
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Fig. 11 

Fig. 10 & 11: Decrypting the Query Recommendations 

 
V. Conclusions & Future work 

In our proposed system, the number of users, who have a similarity value exceeding, 
is available to user in plain text, which might leak information on the recommender system. 
In order to hide from the user, it should be kept encrypted. In this case, the recommendations 
have to be computed by running a secure division protocol, which divides encrypted total by 
encrypted. Such an approach will introduce additional overhead on the user’s side. Notice 
that even if secure division is chosen, the encrypted has to be compared with, which 
introduces additional overhead again. Unfortunately, at the end of the comparison, both the 
service provider and user will know the outcome of since the service provider needs this 
information to validate the generated recommendations. Since in either scenario a certain 
amount of information is leaked, we permit users to know the number of similar users for 
efficiency reasons.  

 
We have presented a highly efficient, privacy-preserving cryptographic protocol for a 

crucial component of online services: recommender systems. Our construction with a 
semitrusted third party, the PSP, ensures a protocol where user participation in the heavy 
cryptographic operations is no longer needed.We also employ data packing to ease the 
computational and communication burden between the service provider and the PSP. A 
cryptographic protocol particularly developed for comparing packed and encrypted values, 
enables us to compare multiple encrypted data elements in a single operation. 
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