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Abstract

The wireless network security has been emerged in the recent years, as the number attacks over the wireless networks
have arisen. There are several types of attacks which affects the performance of the wireless nodes in the cluster, such as
denial of service (DoS), distributed DoS (DDoS), blackhole, connectivity hole etc. In this paper, the security model to
protect against the blackhole attack over the wireless networks, which evaluates the incoming data in the multi-layered
security architecture. The proposed model combines the node authentication (nodeAUTH), data rate control mechanism
known as Flow Analytical and Overhead Recognition (FANOR), malicious node detection model, which collectively
controls the ingress data over the wireless cluster. The proposed model has been designed to protect the wireless network
by detecting and bypassing the blackholes in the given network, which is followed by the blackhole node removal
methodology. The performance of the proposed model has been analyzed under the various circumstances over the
various target wireless nodes. The proposed model results prove the efficiency of the proposed model estimated from the
evaluated performance parameters.
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1. Introduction
This module defines the algorithm, which utilizes the latter algorithms (acted as security modules) to create the

secure wireless network cluster with specifically designed model to mitigate the blackhole nodes. This
algorithm is known as the blackhole node recognition and mitigation algorithm (BNRMA). The main
algorithm or main security algorithm has been designed to call the system modules defined earlier to perform
the relevant task on the given data in order to produce the decision logic, which is used to decide the node as
attacker or non-attacker. In order to interconnect the network nodes with each other, use equation (1) to
estimate the average per-hop distance after obtaining hop distances and the location information of other
anchor nodes.
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(xi,yi,zi),(xj,yj,zj ) denotes the coordinates of anchor node i,j,hdepicts the hop-count between anchor node i

and anchor node j. The unknown nodes calculate distances to each and every anchor nodes after receiving per-
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hop distance and transmit information to the adjacent nodes. The hop distance of all anchor nodes is used by

unknown nodes in step 2 to determine the coordinates of unknown nodes by applying maximum likelihood
estimation method or four edges measurement. (2) is used to calculate when distance from anchor node to

unknown node is well-known.
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The main security algorithm is responsible for calling all other security modules during the implementation of
the security over the given wireless network structure. The main algorithm can be called as the main controller
algorithm, which notifies the new entry of the nodes, and calls the appropriate module to analyze the
information provided or the ingress data on the road side unit node or wireless client node.

2. Algorithm 1: Blackhole node recognition and mitigation algorithm

Lo

Begin the wireless nodes and the base stations (BTS) in the defined zone
2. Prepare the wireless network and begin the initial connectivity to inter-connect the nodes

w

Connect the nodes with the corresponding centralized and structured architecture over the Client-BTS
nodes.

Assign the wireless BTS membership to the nearest nodes within the assigned wireless range

Perform the node characteristic analysis over each of the wireless node

Obtain the network characteristics of each wireless node after the nodes joining the networks

Analyze the network using the Flow ANalytical and Overhead Recognition (FANOR)

Detect the malicious nodes in the given wireless cluster
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FANOR must evaluate the physical position of the wireless nodes in the cluster and returns the
desired status
10. If FANOR status is positive
a. The wireless node joins the cluster
11. Otherwise
a. It undergoes the further analysis procedure, and marked as reported.
b. Begin the interconnectivity between the wireless nodes in the wireless node authentication
(nodeAUTH)
c. Authenticate the reported node using the authentication procedure.
d. Ask for the pre-shared information from the target node
e. If the node reply with the correct data

i. Node is assigned with the cluster membership

©2017, IICSMA All Rights Reserved, www.ijcsma.com 89



(l
o4

LCSKMA,
Maninder Kaur et al, International Journal of Computer Science and Mobile Applications,
Vol.5 Issue. 11, November- 2017, pg. 88-94 ISSN: 2321-8363

Impact Factor: 5.515
ii. nodeAUTH module returns true

f.  Otherwise
i. The node is blocked and added to the black list
ii. nodeAUTH returns false
12. if nodeAUTH conditions are satisfied
a. Check using data volume and other related conditions
b. If the ingress traffic size is higher than channel capacity
i. Discard the overhead data
ii. Place the request for the data rate control to the target node
c. Otherwise

d. Accept the ingress data from node and add the node to the certified receiver’s list

3. Result and Discussion

The proposed model has been implemented in the NS-2 simulator using a scenario of 15 wireless nodes. All of
the nodes are having a transmission radius of 250 meters. The nodes are divided into two types of wireless
network clusters. The nodes in the mobile network cluster are represented in the black color. The mobile
network cluster is representing the communications between the mobile network users and BTSes. The mobile
network cluster is made of total 9 nodes. Node IDs ranging between 0 and 8 are the 9 number of nodes
members of the mobile network part of the proposed model simulation. The other cluster is Wi-Fi cluster or
campus cluster. The campus cluster is made of 6 nodes ranging between 9 and 14. The mobile cluster is using
the traffic speeds ranging between 10 Kbps and 100 Kbps whereas the Wi-Fi cluster (Campus Cluster) is using
the traffic speeds ranging between 1 Mbps and 10 Mbps. The mobile nodes are using AODV based mobile
communications. The mobile communications offer the long range connectivity to facilitate the inter-nodal
calling and internet connectivity between the mobile network users during the existence of the blackhole nodes
within the give wireless network.

The proposed model has been well tested under various situations in the sensor network simulation. The
proposed energy based routing protocol on sensor network has been well tested for the performance parameters
of delay, throughput, and network load. The nodes in the proposed model simulation have performed well in
terms of all of the above parameters. The network load and throughput have been recorded lesser than the
ordinary sensor networks with mobility or stationary positioning under the similar situations.
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Figure 1: The delay obtained from the various groups of nodes in the topology
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The maximum delay recorded in the simulation is ranging between 0.2 and 2 millisecond. (Figure and table 1)
The delay is the parameter represents latency of a packet when it was being sent between two nodes. The time
taken for a packet to reach the destination from the source is called the total delay.
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Figure 2: The graph of loss across the groups of nodes in the given cluster

The network load is the parameter which shows the loss of packet during the runtime. The proposed mode has
been well tested for the loss on the different times in the simulation. The proposed model has been found
showing the minimum loss at 20 packets and maximum load at 226 percent resource usage, where the sensor
network is over-flown with the data, because a number of nodes are transmitting the heavier amount of data
towards the sink nodes.
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Table 2:Loss
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Figure 3: The graph of throughput obtained from different groups in the given topology
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The throughput (Figure 3) is the parameter represents the capacity of a node or a network to send the data per
second. The throughput of the sensor network using our proposed energy aware tree based routing protocol has
been recorded between 80 and 456 Kbps. The 0 kpbs is the value recorded when no data is being sent between
the nodes in the initial stages. Once the data transfers start, the throughput starts going up. The maximum limit
of the throughput is 456 Kbps. In previous work the maximum throughput is 156.79kbps. This shows the better

that the purposed work has better performance than previous work.

Table 3: Throughput

10 nodes

20 nodes

30 nodes

40nodes
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229824

456960
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4. Conclusion

The blackhole protection based wireless routing approach is considered the most balanced and secured routing
approach in the case of wireless networks, because it uses the low size neighbor information table, which saves
a lot of space on the memory hence energy. The proposed model is based upon the secure authentication based
routing mechanism. The proposed model has been designed to work efficiently during the existence of the
blackhole nodes in the target cluster. The proposed routing protocol for the mobile wireless sensor network has
been designed for energy based metric calculation with quick updates and fast convergence. All of the latter
mentioned properties are the reason behind the rise in the energy efficiency levels of the proposed model. The
proposed model has been evaluated on the basis of load, routing overhead and other communication
parameters. The proposed model has been proved better than the exiting scheme and highly adaptable to the
mobile wireless networks. In the future, the proposed model will be extended for the very fast convergence for
the mobile WSNSs along with small route updated in the controlled cluster scenarios. The controlled neighbor
update can be also used to improve the performance of the proposed algorithm, which will increase the time of
neighbor communication for alive/activity check and lowers the levels of data produced by the topology

change packets.
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